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The Small Office Administration Console provides central management capability for your
installation of avast! Endpoint Protection or avast! Endpoint Protection Plus and is designed to
make the administration of your computer network as simple as possible. As well as providing
protection for all the computers on your network, the Small Office Administration Console allows
you to install avast! antivirus on all your computers remotely, to centrally manage updates and
scheduled scans, to receive real-time security alerts and reports, and to receive automatic
notifications whenever a new computer is connected to the network.

The Small Office Administration Console is a web-based management console designed primarily
for small networks of up to 200 workstations. It's a simple and easy to use program to help you
both deploy and manage avast! antivirus on your network and so keep your network free of
viruses and other malware. It does not require a server Operating System and, once installed, you
can access it from any computer with an internet connection. The avast program which is
deployed on your network computers is referred to throughout the rest of this user guide as the
“Managed client”.
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Web-based console displays all current issues and recommended solutions
Easy to navigate interface offers user friendly access to all program functions
Built for simplicity: does not require full network administrator skills to operate

Remote installation and updates saves time and cost of traditional deployment on individual
workstations

Avuto-discovery of new/unprotected computers whenever they are connected to the network

Ability to remotely schedule and run scanning jobs — jobs can be scheduled to run at night
or whenever computers are not in use.

Real-time alerts are sent immediately to the console when any infection or suspicious
activity is detected

Comprehensive reporting allows you to define what is reported and how often
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You can open the console via the shortcut installed on your desktop or by clicking the “Start”
button in the bottom left corner of your computer screen and selecting “avast Administration
Console” from the list of programs installed on your computer. You can also access the console
from any other computer with an internet connection by simply copying or typing the location
into the computer’s web browser.

Then, just enter the user name “Admin”
and the password which you provided
during the installation process.

Jefovasts togin
.

When you open the Administration
Console for the first time, you will first
see the system “"Dashboard” and the
initial setup wizard:

Welcome to the avast! Small Office Administration.

>

A-V Protect my network now, start wizard

The Initial setup wizard will help you to deploy the avast! client on the computers in your network.
The wizard works in a network with a windows domain controller, as well as in a network with
computers in a workgroup.

Click on “Protect my network now, start wizard” to start the wizard or “Cancel” if you want to
deploy the clients manually.
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You can now see any computers that have automatically been detected. Select those that you
want to be managed by the avast! Administration Console.

,tc{n vast!  nitial setup wizard

Choose the computers that you want to be managed by the avast! Small Office Administration.
) All computers (2597)

®) Custom selection

Search: | XP © | Filtered: 12

TEST-XPB4 test-xpb4.springfield.info 3 SBC279 sbc279.springfieldinfo
WINXPFR  winxpfr.springfield.info SBCWT001 <!
WINXP-MICHAL-TE  winxp-m
WINXPPRO32A winxppro32a
WINXP-SP2-CZ  winxp-sp field.info
WINXPKE4

0L springfield.info

-test springfield.ir

ield.info

ringfiekdinfo
XP33 xp33springfieldinfo

XPSBCSRV2 xpsbesn2.springfieldiinfo

XPSBCSRVC xpsbcsrvespringfield.info a

“ ] v

Add computer

o en

Note: If any of your network computers are not listed, they can be added by clicking on “Add
computer”. The avast! client will not be deployed on any computers that are not listed on this
screen.

When you click “*Next” the next steps will be depend on whether your computers are networked as
a workgroup or a domain.

lrﬂ.‘luclst!' Initial setup wizard

Please choose how you want to deploy the avast! dlients on your network.

N

. Installed by administrator
R -

The administrator is responsible for deploying the avast! clients. The installation packages will be provided

— . Installed by user

-

Each user is responsible for installing the avast! client on his computer, Email notification will be sent to each
specified user with instructions how to download and install avast!

Cancel

In a workgroup you can choose whether the avast clients will be installed manually on all
computers by one person (the administrator) or whether the individual computer users will receive
an email with a link to the installation package. In both cases running the installation package will
install the avast! client which will then connect to the avast! Administration Console
automatically.
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If you select the option to have the clients “Installed by administrator” you will see the following
screen:

,tc{nunst! Inital setup wizard

Installation packages are available at:

This link always contains the most recent installation packages. You can save this link for future deplayment or you can
find it later on the Admin — Settings — Setup page.

You can download the package and install avast! on the managed You can find more i ion about
installing the avast! clients in the Quick start guide.

You can download the installation package by clicking on the link.

,tc{m/ns £ Initial setup wizard

You've successfully configured the avast! Small Office Administration server.

You need to install the avast! client on the specified computers before they can be managed by the avast! Small Office
Administration.

v

Now you can start using the avast! Small Office Administration. You can use the Help center to find out more about using
the console and managing your network.

Close

The installation file then needs to be run on each computer in the workgroup to install the client.
You can either save the file on an external medium e.g. a flash drive and run it on each computer
from there, or download the file on each computer by copying the link into its web browser.

As soon as the avast! client is installed on a networked computer, it will start to communicate
immediately with the console.
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Alternatively, you can create an email to the individual computer users on the network, which will

include a link to the installation package.

avast! client on their computer.

Recipients

ferda.mravenec@avast.com|

Email message preview

Hello!

hitp://sbc226:8731/Install.aspx?prod=EPS

Your network administrator has sent you this email to let you know that you need to install avast! on your computer
to ensure it is protected against viruses and other threats. Just click the link below and the installation will begin!

If you need the settings for the avast! Small Office Administration, they are listed below:

,t:{nunst! nitial setup wizard

Specify one or more email recipients to install avastl. Each recipient will receive an email with instructions how to install the

Back Finish Cancel

Each user will then need to download the installation package and run it on their computer to

install the avast! client.

,zrﬁ.‘l vast! Initial setup wizard

You've successfully configured the avast! Small Office Administration server.

An email will be sent to the specified recipients. After the user has installed the avast! client, it will be managed by the avast!

Small Office Administration.

Now you can start using the avast! Small Office Administration. You can use the Help center to find out more about using
the console and managing your network.

Close

As soon as the avast! client is installed on a networked computer, it will start to communicate

immediately with the console.
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You need to enter a valid domain administrator username and password.
Example: username MYDOMAIN\administrator, password: ***xxx%x%

It{ﬂ wast!  Initial setup wizard

For unattended deployment, you must provide valid credentials ta log on to the deployed computers.
The user must have administrator and "Log on as 2 Senvice” rights. Ensure that the Windows Firewall and Simple File
Sharing are disabled in Windows XP and Windaws 2003 computers.
Domain: springfield.info -
Reboot client computer after installation | Auto decide  +

User credentials

You must provide user credentials to log on to deployed computers.

:

Password:

cOEn e

Then click on Finish to proceed with the installation. The deployment of the avast! clients will
then start automatically and you will see the following screen confirming that the deployment is
in progress:

,(:xn wvast!’  Initial setup wizard

You've successfully configured the avast! Small Office Administration server.
The unattended deployment job has just started, you can see the progress on the Jobs page. Once completed, the result can

be viewed on the Job History page.

Now you can start using the avast! Small Office Administration. You can use the Help center to find out more about using
the console and managing your network,

Close

You can check the progress of the installation on the Jobs screen of the Administration Console
and once completed, you can see the result on the Job History screen.
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Once the initial setup is complete, the main summary page will appear.

qnuns.ll SMALL OFFICE ADMINISTRATION
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The Dashboard page provides a visual summary of your network protection,

STATISTICS
“This section displays the statistics for various avast! components, Please use the drop-dawn list
1o select a ent.

The sy ie chart shows you all

( i') NETWORK
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Version # Date * Subject
120528-1 5 © | 5/29/2012 100852 AM Deployment succeeded of ('
120529-0 1 [i] 5/29/2012 22026 AM  New computerfound  of ' ‘ ‘
O ¢ 5/28/201250745PM | Deployment succeeded of ' a
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The dashboard shows information about the current status of the network and is divided into four
main parts:

Here you can see a circular chart, which may be divided into different colored segments
representing the current status of all the computers that the Console has detected. The meaning
of each of the colors is later in the section “Deploying avast! on your Network”. Initially, until
avast! is deployed on the network, this will be completely grey.

This information helps you to maintain the maximum possible virus protection, by showing you
the virus database version, date and number of computers that have this VPS installed. This will
help you to ensure that you always have the most up to date virus definition and that you are
protected from the latest threats.

This section displays statistics for each of various avast! components. By clicking on the drop-
down menu, you can select the required component. Statistics can be displayed for a single
component and a specific period of time. Currently the statistics chart allows you to view the
number of scanned items and the number of infected items.

This section shows all important system messages related to the Administration console and
clients e.g. if your license will expire soon, a deployment job failed, a new computer has been
detected, any connection problems with specific computers etc.

10
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In the “Network” tab, you can see all of the computers that have automatically been detected.

,dnn/nsl! SMALL OFFICE ADMINISTRATION
2 veLe CenTER [ LOGOUT
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All computers that have been discovered automatically are initially allocated to the same “Default

group”.
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Creste new computer  Creste new group

Any detected computers on which the avast! client has not yet been installed will be displayed as
grey icons, meaning that they have been detected but have not yet communicated with the

console.

Connected computers will only be able to communicate with the console after the managed client
has been deployed on them. They should then appear as green, which indicates that avast is
installed and is running normally. See the next section, “Deploying avast! on your Network”.
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To add a computer that has not been automatically discovered, just click on “"Create new
computer”, enter the name of the computer and a description, and then select the group to which
it should be assigned.

If you need to check the computer name, click on the “Start” button in the bottom left corner of
the computer screen, then right-click on "Computer”, then click “Properties”. You will find the
computer name in the new window that opens.

New groups can be created for the purpose of creating special group settings and group jobs. For
example, separate groups can be created for servers, or different groups of workstations with
different security levels e.g. different combinations of active/inactive shields. Just click “"Create
new group” in the bottom right corner and then enter a name for the new group and a description.

You can then manually edit all the settings for the new group, by clicking on the pencil icon in the
top right corner, or you can copy the settings from an existing group and edit them later as
required.

Computers can be moved from one group to another and if a computer is moved to a new group,
the avast settings for that computer will be updated immediately based on the settings for the
new group.

This section describes how to deploy avast on your network if it was not deployed by the initial
setup wizard, or if you have subsequently added more computers to your network on which the
avast! client also needs to be installed.

Once all computers have been discovered or manually added, allocated to the required groups,
and the settings edited as required, the avast managed clients can be deployed remotely via the
avast! Administration Console.

Notes:

e Any existing version of avast! which is already installed on a network computer will not be
able to communicate with the console and if detected initially, will only ever appear as a
grey icon.

e Therefore, when the deployment job is run, if any version of avast! is already installed on
any computer, it will be automatically uninstalled and replaced with the new managed
client, which will then be able to communicate with the console.

e When an avast client is deployed, it will be deployed with all the settings according to the
group to which it is allocated in the Administration Console.

Computers can still be moved to a different group after the managed client has been
deployed and the settings will be updated immediately based on the settings of the new

group.

12



@ Windows Firewall Settings =]

[ General | Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall.

Windows Firewall is currently using settings for the domain network location.
What are the risks of unblocking a program?

To enable an exception, select its check box:

Program or port
[ BITS Peercaching

[0 Connect to a Network Projector
Core Networking

O Distributed Transaction Coordinator
File and Printer Sharing

File Transfer Program

InteliAdmin Remote Control Agent
[Jiscst service

[OMedia Center Extenders
INetwork Discovery

OPerformance Logs and Alerts
[ORemote Administration

| A amntn Accintann

m,

[(Addprogram... | [ Addport... | [ Properties |

] Notify me when Windows Firewal blocks a new program

In Windows 7, open the
control panel and then click
“Network and Internet”. Next
open the "Network and
Sharing Center” and from
there click on “change
advanced sharing settings”.

Now you just need to open
the settings for your network
and select “Turn on file and
printer sharing”.

avast! Small Office Administration Console

In Windows XP or Windows Vista, open the
computer’s control panel and from there open
the “Security” section. Next go to the "Windows
Firewall” settings and select the “"Exceptions”
tab. Now you just need to make sure that the
“File and printer sharing” box is checked.

[==]=]

r)

@\:jv‘i% <« Network and Sharing Center » Advanced sharing seftings -4
Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Home or Work (current profile) D

I

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is network discovery?

@ Tum on network discovery
%) Tum off network discovery
File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

@ Tum on file and printer sharing

*) Tum off file and printer sharing

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders. Whet are the Public folders?
@ Tum on sharing se anyene with network access can read and write files in the Public folders
) Tum off Public folder sharing (people logged on to this computer can stil access these
folders) o

Bse chonos

If the computers are part of a “windows domain”, this can be done for all computers through the
server, otherwise it will need to be done manually on each computer. However, in a network
where information is already being shared between computers, it is most likely that this function

is already turned on.
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To deploy the avast client remotely on the network computers, go to the Jobs screen, click on
“Create new job".

,Zexcu/qst! SMALL OFFICE ADMINISTRATION

7HELP CENTER [ LOGOUT

@) summary
O The scheduler page shows you when individual jobs are scheduled an the server and on workstations. If some of these are running, you will also

be able to monitor their progress here.

(f‘L') NETWORK

Filter Total 9 €
@ - Clean unused database entries > Run now
M This job wil look through your database for records that are not used anymore. These items may be deleted, so your
W 5ystem will run a little bit faster, You don't have to alter this job in any way. More details v
o, & Computer discovery - Run now
This job will automatically discover all computers on your network. More details v
@\ reporrs =
v % | @ Deploy/update avast! clients on selected computers - Run now
Q™ This il automaticaly install ar update the avast! clients on your network based on your defined citera. T
¥ nomin
Full system scan (Bl
Performs an in-depth scan of the system (thorough but slower). More detals +
. Generate reports P Run now
Generate and deliver standard set of predefined reports. More details «
Quick scan ¥ Run now
Performs a quick scan of your computer's system volume and operating memory. More details v
Create new job
A w H H "
e In the “Description” box, enter a name and a
b description for the new job.
Schedule Select the type of job. Related jobs are grouped into families to make the selection faster.
Target Job type Deployment v
Job selection | Unattended deployment - . n et W
Next, in the “"Details” box, select “"Type of
Performs unattended deployment of avast! on specified computers. J o b "o_w D e p | oy ment " an d “J 0o b se | e Ctl on " o_
Domain: springfieldinfo -
0 w "
0 ore el Unattended deployment”, then enter the
Reboot client computer after installation | Auto decide  +
Ve sl username and password for the specific
Vou must provide user credentials to log on to deployed computers.
~ H H 1
bamame (] computer. If the user is a domain user, don’t
Password: . .
forget to include the domain name e.g.
Go to the "Target" tab if you want to specify computers and groups on which avast! should be deployed. .
domain\user.

If the computers on which you want to deploy avast client are in a "windows domain”, you just
need to provide the administrator level username and password, then in the “"Target” section
select “All computers” to deploy avast on all computers in the domain, or select the specific
computers on which avast should be deployed.

If any computers are not part of a "domain”, you will need to install avast separately on each
computer, by creating a separate job for each installation and providing the specific username and
password for that computer.



Next, in the “Target” section for the specific
job, select the computer or group of
computers on which the avast client is to be
deployed.

Note that if any version of avast is already
installed on a computer, this will be
replaced with the new managed client when
the deployment job is run.

You can then run the job immediately by
returning to the main screen and clicking on
the green arrow, or you can schedule a time
for the job to be run later.

avast! Small Office Administration Console

Description

Details

Schedule Select the computers or group of computers on which the job should be run according to the specified schedule.
T Target O All computers

© Group selection
® Computer selection

Search: | springfield.info| O/ Filtered: 15

ANTARES  antaresspr

BOB bob.spr

sty.springfieldinfo

orspringfield.info
ringfield.info
ingfieldinfo
gfield.info

gfield.info

SBCDEQOL sb
'SBCSERVERVS  <b:
SBCWZK3001
WINTENT64
WINXPFR  winxpfrspringficldinfo

entbd.springficidinfo

_Eanunsl! Create a new job

'I:inuns ' Create a new job

Description

Details

The controls on this page enable you to schedule a job to be started autematically.
Job scheduler:

Target

Schedule | Oncz  ~

Schedule:
Launchtime: | 0% 0%
Duration: 1% hourls) | 0% minute(s)
This tels you how long the avast! Small Office Administraticn will walt for a response from the target
<computer. A job will be run if a response is received within this ime. f any job has not been completed
within the specified time, 2 warning will be displayed in the system messages.
Launchdate: [5/29/2012 |

15
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Alternatively, you can send an email (with a link to the avast installation package) to each user
who then installs avast on his own computer. In the “Jobs” section, click on "Create New Job”,

provide a job name/description, then in “Type of job”, select "Deployment” and in “Job Selection”,
select "Email deployment”.

I{L‘IVCISU Create a new job

Schedule Select the type of job. Related jobs are grouped into families to make the selection faster.
Job type Deployment -
Job selection | Email deployment -

Deployment type requiring the users to dlick on a link in an email to install avast! manually
Language: | English -
Email will be sent to the following recipients:

Remove

Add  Add from users

Please provide user email addresses for computers on which avast! should be deplayed.

;e

Enter each email address to which the link should be sent, or, to select the email addresses from a

list of current users, just click “*Add from users” at the bottom of the screen. You can then run the
job immediately or schedule when the email should be sent.

Running the job will result in an email being created automatically which will contain a link to
download the avast installation file. The email will be sent to each of the selected users for whom
an email address was provided in the previous step.

The computer user then only needs to click on the link to start the download and run the
installation.

16
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As soon as the avast! client is installed on a networked computer, either remotely or by email, it
will start to communicate immediately with the console, and in the Network tab it will now be
shown in a different color, indicating that communication is now active.

'Ecicnlﬂst! SMALL OFFICE ADMINISTRATION

D HELP CENTER [ LOGOUT

@ summary
W7 1“4 The network screen enables you ta access the details of all the computers that are visible or known to the avast! Small Office Administration,

(£)
(« ,L) NETWORK Filter Total: 2507 €9

R Sortby Status Name DNS hostname Description Version Program version Last communication Lest communication IP % 7 Quick search: | (enter name or D:

Grid view Default group (10)  Marketing (0)  Servers (7)  Unmanaged computers (2580)
(%) o8s Servers L5 Add new computer togroup %, Edit group settings  lJl Remove group
_" S @ @ E C] @

DC Fileserver PrgWeb SBOW2K3001  SBC221 SBC234 SBCSERVERVS

¥ AoMIn

Create new computer  Create new group:

The colors represent the status of the computer:
A green icon means everything is up to date and running as it should be.

A yellow icon means you are not fully protected, for example, if the program or
your virus definitions are not up to date, or if one or more of your shields is
currently turned off.

A red icon indicates you are currently not protected at all, most likely because all
of the shields have been turned off.

This icon indicates that the computer has been detected but has never
communicated with the Administration console, for example, if the avast client has
not been installed.

This icon indicates that the computer hasn't communicated with the
Administration console recently (the default value is 30 seconds). This doesn't
necessarily mean anything bad. e.g. computers that are turned off will have this

B 1 e e

icon.
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After all computers are connected and the avast! clients have been installed, create any special
jobs that you want to run on a regular basis. A number of pre-defined jobs are provided by default,

but these can be edited as required, for example it is necessary to specify the “Target” computers
before running any job.

To create a new job, just click "Create new job” in the “"Jobs” section, enter a name and
description, then in the “Details” section enter the “Type of job” and “Job selection”.

l:{nvnstl Create a new job

The various parameters associated with
Description . . .
creating a new scanning job are exactly the
Schedule Select the type of job. Related jobs are grouped into families to make the selection faster. )
oo g [san - same as those in the non-managed avast!
Job selection [ Scan computer - . H
Pro Antivirus and avast! Internet Security.
n the client computers.

Sensithity

Please use the following controls to set the basic parameters of the scan.
Packers

Scan Areas
Actions Select the areas to scan:
Performance
Al harddisks ~| Delete
Exclusions.
Expert settings ) el
Add
File Types
() Scan all files
Recognize file types by their:

® content (thorough but siow)
name extension (fast)

Zx{nvﬂstl Create a new job

For example, on the Actions page, you can
Description . . .
s specify that any infected files that are
Schedule Select the type of job. Related jobs are grouped into families to make the selection faster. .
e awvpe [Sn - detected should be moved automatically to
Job selection | Scan computer A

the virus chest.

Performs a scan on the client computers.

Scan

Sensitvity

Use the following controls to specify what actions to take when a virus, a potentially unwanted program or
a suspicious file is detected,

W Automatically apply actions during scan (check this box to select an action)

Performance

Virus PUP  Suspicious
Exclusions

Select action to be performed when a virus is found
Expert settings

Move to Chest

OPTIONS

7 1f necessary, perform the selected action at the next system restart
Processing of infected archives:

® Tiy to remove only the packed file from the archive: if it fais, do nothing

Try to remove only the packed fil; f it fails, remove the whole containing archive
Always remove the whole archive

Full details describing all of the various settings can be found in the Administrator’s Guide to the
avast! Administration Console.

18
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“The controls on this page enable you to schedule a job to be started automaticall.
Job scheduler:

Target

Schedule | Once -

(1) Do ot start the job if running on batteries

() Pause the job if batteries mode begins.

(2] Wake up the system to start the scan (if in sleep mode)
(] Shut down the system after the scan finishes

‘Schedule:

Launch time:

Duration: 15 hour(s) minute(s)

This tells you how long the avast! Small Office Administration will wait for a response from the target
computer. A job will be run if a response is received within this time. If any job has not been completed
viithin the specified time, a warning will be displayed in the system messages,

Launch date:  [5/20/2012 |

l:im/nst! Create a new job

Description

Details

Schedule Select the computers or group of computers on which the job should be run according to the specified schedule.
Target Target () All computers

Group selection

®) Computer selection

Search: | spring| © Filtered: 15
ANTARES antaresspringfield.nfo BOB  bobaspringfi
SBCSERVERVS <

ervs.springfieldinfo

>

SBCW2K300L <!
WINTENT64  win7ent6d.springfieldinfo
WINXPFR wincpfrspringfield.info

ngfield.info <<

avast! Small Office Administration Console

You can also set a scheduled time for the
job to be run...

and if appropriate, define the target
computers on which the job should be run.
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In the “Reports” section, you can generate specific reports and you can also access the various
logs created by the computers on the network.

Regular reports about the status of the networked computers can also be scheduled to be created
automatically and sent by email to specific recipients — Click on “Create new job” then in the
“Details” section, select "Type of job” = *Maintenance” and “Job selection” = “Reports”. You can
then select the report to be created and enter the email addresses of the people to who the
reports should be sent. To select the email addresses from a list of current users, just click *Add
from users” at the bottom of the screen.

Description
Details
Schedule | Select the type of job. Related jobs are grouped inte families to make the selection faster.
Job type Reports -
Job selection | Reports -

This job generates a report, You can specify if the report should be published on the web or sent by email to a lst of recipients.

Reports: 7 Top 10 Viruses.

() Network Computers - Simple Overview
() Network Computers - Full Summary
(] Network Computers - Virus Definitions Version
[ Network Computers - avast! version
[ Top 10 Infected Computers
() Malware detected in last 24 hours
(] Malware detected in last 7 days
() Computers infected in last 24 hours

(] Computers infected in last 7 days
Reportformat: | pdf ~
Language: English -

& Save to report archive

Email recipients:
Remove

Add  Add from users

o e

The Mirror, which was installed automatically during the installation, automatically receives
updates from the avast! server and distributes them automatically to all the managed clients on
your network to ensure they are always completely up to date.

The great advantage of using the Mirror to distribute updates in this way is that the updates need
to be downloaded only once from the avast Update server, thus saving you valuable bandwidth.

Although the mirror is updated automatically, you can also manually update it to make sure that
you have the very latest copy of the update server at any given moment. To ensure you have the
very latest updates and virus definitions, just run the job “"Update Server Definitions” on the

“Jobs” screen.
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Thank you for choosing avast!
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